CHAPTER |V

MARKI NG

Section 1
GENERAL PROVI SI ONS

4-100  Designation

Subject to the exceptions in subsection 4-102, information determned to
require classification protection under this Regulation shall be so designated.
Desi gnation by means other than physical marking may be used but shall be
fol | owed by physical marking as soon as possi bl e.

4-101 Pur pose of Designation

Desi gnation by physical marking, notation, or other neans serves to warn
the hol der about the classification of the information involved; to indicate
the degree of protection against unauthorized disclosure that is required for
that particular level of classification;, and to facilitate downgradi ng and
decl assification actions.

4-102  Exceptions

a. No article that has appeared, in whole or in part, in newspapers,
magazi nes or elsewhere in the public domain, or any copy thereof, that is
being reviewed and evaluated to conpare its content with classified information
that is being safeguarded in the Departnment of Defense by security classifica-
tion, may be marked with any security classification, control or other kind of
restrictive marking. The results of the review and evaluation, if classified,
shall be separate fromthe article in question.

b. dassified documents and material shall be nmarked in accordance wth
subsection 4-103 unless the markings thensel ves would reveal a confidenti al
source or relationship not otherwi se evident in the docunment, material, or
i nformation.

¢c. The marking requirenents of subparagraphs 4-103 a. 4. and 4-103 b. 4.
do not apply to docunents or other material that contain, in whole or in part,
Restricted Data or Fornmerly Restricted Data information. Such docunents or
other material or portions thereof shall not be declassified wthout approval
of the Departnent of Energy with respect to Restricted Data or Fornerly
Restricted Data information, and with respect to any other national security
i nformation contained therein, the approval of the originating agency.

4-103 Docunents or OGther Material in Genera

a. At the tine of original classification, the follow ng shall be shown
on the face of all originally classified docunments (see subsection 4-402) or
clearly associated with other forns of classified information in a nanner
appropriate to the medi uminvol ved:
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1. The identity of the original classification authority by position
title, unless he or she is the signer or approver of the docunent;

2. The agency and office of origin;
3. The overall classification of the docunent (see subsection 1-500);

4, The date or event for automatic declassification or the notation
“Originating Agency' s Determ nation Required” or “OADR’; and, if applicable,

5. Any downgrading action to be taken and the date or event thereof.

b. At the time of derivative classification, the follow ng shall be shown
on the face of all derivatively classified docunents (see subsection 4-402) or
clearly associated with other forms of classified information in a manner
appropriate to the nediuminvol ved:

1. The source of classification, that is, a source document or classi-
fication guide. If classification is derived fromnore than one source, the
phrase “Multiple Sources” will be shown and the identification of each source
will be maintained with the file or record copy of the docunent;

2. The agency and office of origin of the derivatively classified
docunent ;

3. The overall classification of the docunent (see subsection 1-500);

4.  The date or event for declassification or the notation “Oiginating
Agency’s Determi nation Required” or “OADR " carried forward fromthe classifi-
cation source. If the classification is derived from L ultiple sources, either
the nost renote date or event for declassification marked on the sources or if
requi red by any source, the notation “Originating Agency’'s Determnation
Requi red” or "OADR" shall be shown (al so see subsection 4-401); and, if applic-
abl e,

5. Any downgradi ng action to be taken and the date or event thereof.

c. In addition to the foregoing, classified docunents shall be marked as
prescribed in section 2 of this Chapter, Chapter Xl, if the docunent contains
foreign governnent information, and with any applicable special notation Iisted
in section 5 of this Chapter. Such notations shall be carried forward from
source documents to derivatively classified documents when appropriate. (DoD
5200.1-PH (reference (ddd)) provides illustrated gui dance on the application of
classification and associated markings to docunents prepared by the Departnment
of Defense).

d. Material other than paper documents shall show the required informa-
tion on the material itself or if that is not practical, in related or
acconpanyi ng docunentation (see subsection 4-300).

4-104 | dentification of Classification Authority

a. ldentification of a classification authority shall be shown on the
“Classified by” line prescribed under subsection 4-402 and shall be sufficient,
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standing alone, to identify a particular official, source docunment or classifi-
cation guide.

1. If all information in a document Or Caterial is classified as an
act of original classification, the classification authority who nade the
determnation shall be identified on the “Classified by” line, unless the
classifier is also the signer or approver of the docunent (see subsection 4-402).

THE I DENTITY OF THE ORI G NAL CLASSI FI CATI ON AUTHORI TY SHALL BE
SHOM, BY POsSI TI ON Tl TLE, REGARDLESS OF WHETHER THE OFFICIAL | S THE SI GNER
CR APPROVER TO THE DOCUMENT.

2. If the classification of all information in a docunent or nateri al
is derived froma single source (for exanple, a source docunent or classifica-
tion guide), the "Classified by” |ine shall identify the source docunent or

classification guide, including its date when necessary to insure positive
i dentification (see subsection 4-402).

THE DATE OF THE SOURCE DOCUMENT SHALL BE | NCLUDED | N EACH | NSTANCE.

3. If the classification of information contained in a docunent
or material is derived fromnore than one original classification authority,
or an original classification authority and another source, or from nore
than one source docunment, classification guide, or conbination thereof, the
“Classified by” line shall be marked “Multiple Sources” and identification of
all such authorities and sources shall be maintained wth the file or record
copy of the document (see subsection 4-402).

4. If an official wth requisite classification authority has been
designated by the head of an activity to approve security classifications
assigned to all information leaving the activity, the title of that designated
official shall be shown on the “Cassified by” line. The designated official
shall maintain records adequate to support derivative classification actions
(see subsection 4-402).

b. Guidance concerning the identification of the classification authority
on electronically transmtted nessages is contained in subsection 4-207.

C. CGui dance concerning the identification of the classification authority
on DoD docunents that contain only foreign or NATO classified information is
contained in paragraph 11-304 c.

4-105 Wiolly Unclassified Mterial

Normal 'y, unclassified material shall not be marked or stanped “Unclassi -
fied” unless it is essential to convey to a recipient of such material that it
has been examned with a view to inposing a security classification and that
it has been determined that it does not require classification. However, the
[Jarking “Uncl assified” may be applied to fornmerly classified material (see
subsection 4-400).

TH' S PROVI SI ON APPLI ES ONLY TO DOCUMENTS AND MATERI AL THAT ARE NOT

CLASSIFIED IN THEIR ENTIRETY . IT DOES NOT AFFECT THE PAGE MARKI NG COVPONENT
MARKING, OR PORTI ON MARKI NG REQUI REMENTS FOR CLASSI FI ED DOCUMENTS.

| V-3



Section 2
SPECI FI C MARKINGS ON DOCUMENTS

4-200 Overall and Page Marking

Except as otherw se specified for working papers (see subsection 7-304),
the overall classification of a docunent, whether or not permanently bound,
or any copy or reproduction thereof, shall be conspicuously narked, stanped
or affixed permanently at the top and bottom on the outside of the front cover
(if any), on the title page (if any), on the first page, and on the outside
of the back cover (if any). Each interior page, except those that are bl ank,
shal|l be marked top and bottom according to its content, to include,
“Uncl assified” when no classified information is contained on such a page.
Al'ternatively, the overall classification of the document may be conspicuously
marked or stanped at the top and bottom of each interior page when such marking
s necessary to achieve production efficiency and the particular information
to which classification is assigned is otherwise sufficiently identified
consistent with the intent of subsection 4-202. |In any case, the classi-
fication marking of a page shall not supplant the classification marking of
portions (subsection 4-202) of the page marked with | ower |evels of
cl assification.

EXCEPT AS PROVI DED | N PARAGRAPH 4-207 B. AND SUBSECTI ON 4-305, BELOW
CLASSI FI CATI ON MARKI NGS SHALL BE I N LETTERS LARGER THAT THOSE ON THE REST OF
THE PACE. WHERE EXCEPTI ONALLY LARGE LETTERS ARE USED IN THE BODY OF THE
PAGE (E. G, COVERS OF DOCUMENTS OR GRAPHI C), | T MAY NOT BE PRACTI CAL TO USE
LARGER LETTERS. | N SUCH | NSTANCES, THE MARKINGS MUST BE APPLIED SO THAT THEY
| MVEDI ATELY ARE NOTI CEABLE.  PARTI CULAR CARE MUST BE TAKEN WHEN REPRODUCI NG
CLASSI FI ED DOCUMENTS TO ENSURE THAT CLASSI FI CATI ON AND ASSOCI ATED MARKI NGS ARE
DI STI NCT AND CONSPI CUOUS ON THE REPRODUCED COPI ES. TO FACI LI TATE REPRODUCI -

BI LI TY, SUCH MARKI NGS SHOULD BE APPLIED I N BLACK OR | N OTHER DARK | NK.

4-201 Mar ki ng Conponent s

The maj or conponents of some conpl ex docunents are likely to be used
separately. In such instances, each major conponent shall be marked as
a separate docunent in accordance with section 1 of this Chapter. Exanples
i ncl ude each annex, appendix, or simlar conponent of a plan, program or
operations order; attachments and appendices to a nmenorandum or |etter; and
each major part of a report. If an entire najor conponent is unclassified,
the first page of the conponent may be marked at the top and bottomw th the
desi gnation “UNCLASSI FIED" and a statenment included, such as, “All portions of
this (annex, appendix, etc.) are UNCLASSIFIED.” Wen this method of marking
is used, no further markings are required on the unclassified nmajor conponent.

4-202 Portion MarKking

8. Each section, part, paragraph, or simlar portion of a classified
docunment shall be marked to show the |level of classification of the infornma-

tion contained in or revealed by it, or that it is unclassified. Portions of
docunments shall be marked in a reamer that elimnates doubt as to which of its
portions contains or reveals classified information. Cassification levels of
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portions of a docunent, except as provided in subsection 4-204, shall be shown
by the appropriate classification synbol placed imediately follow ng the
portion’s letter or nunber, or in the absence of letters or nunbers, inmediately
before the beginning of the portion. In marking sections, parts, paragraphs,
or simlar portions, the parenthetical synbols "(TS)" for Top Secret, “(SE” for
Secret, “(C” for Confidential, and “(U"” for unclassified, shall be used.

VWhen appropriate, the synbols “RD’" for Restricted Data and "FRD" for Formerly
Restricted Data shall be added, for exanple, "(S-RD)" or "(C-FRD)." In addition,
portions that contain Critical Nuclear Wapon Design Information (CNWDI) will

be marked “(N)” following the classification, for exanple, '"(S-RD)(N)"”

b. Portion marking of DoD documents containing foreign governnent
I nformation shall be in accordance wth subsection 11-304.

c. [Illustrations , photographs, figures, graphs, draw ngs, charts and
simlar portions of classified documents will be clearly marked to show their
classification or unclassified status. Such markings shall not be abbreviated
and shall be prom nent and placed within or contiguous to the portion.

Captions of such portions shall be marked on the basis of their content alone
>y placing the synbol’’,” "(s8),"” "(OQ,” or “(U” immediately preceding the
zaption.

d. If, in an exceptional situation, parenthetical portion marking is
determ ned to be inpracticable, the docunent shall contain a statenent
sufficient to identify the information that is classified and the |evel of
such classification. Thus, for exanple, each portion of a classified document
reed not be marked separately if all portions are classified at the same |evel,
provided a statement to that effect is included in the document. In the case
of classified conpilations, the explanations required by subsection 4-203 neet
this requirenent.

e.  \Wen elements of information in one portion require different
classifications, but segregation into separate portions would destroy continuity
or context, the highest classification required for any item shall be applied

to that portion or paragraph.

f. Waivers of the foregoing portion marking requirenents nay be granted
for good cause. Any request by a DoD Conponent senior official (see subsections
13-301 and 13-302) for a waiver of portion marking requirenents shall be sub-
mtted to the DUSD(P) and include the follow ng: (1) identification of the
i nformation orclass of docunents for which such waiver is sought; (2) detailed
expl anation of why the waiver should be granted; (3) the Conponent’s judgnent
of the anticipated dissemnation of the information or class of docunents for
which the waiver is sought, and (4) the extent to which such information
subject to the waiver may be a basis for derivative classification. \Wivers
shall be granted only upon a witten determ nation by the DUSD(P) as the
desi gnee of the Secretary of Defense, that there will be Oiniml circulation
of the specified documents or information, and mniml potential usage of
t hese docunents orinformation as a source for derivative classification
determnations; or there is some other basis to conclude that the benefits of
portion marking are clearly outweighed by the increased adm nistrative burdens.
The granting and revocation of portion marking waivers shall be reported to
the Director of the 1S00 by the DUSD(P).
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4-203  Conpil ations

a. Docunments. \When classification is required to protect a conpilation
of unclassified information pursuant to subsection 2-211, the overall classifi-
cation assigned to such docunents shall be placed conspicuously at the top and
bottom of each page and on the outside of the front and back covers, if any,
and an explanation of the basis for the assigned classification shall be
i ncl uded on the docunment or in its text.

b. Portions of Documents. |If a classified document contains particular
portions that are unclassified when standing alone, but classified information
will be revealed when they are conmbined or associated, those portions shall be
marked as uncl assified, the page shall be marked with the highest classification
of any information on or revealed by the page, and an explanation shall be added
to the page, or to the document, to explain the classification of the conbina-
tion or association to the holder. This nmethod of marking also may be used if
classified portions on a page, or within a docunent, will reveal information of
a higher classification when they are conbine-d or associated than when they are
st andi ng al one.

4-204  Subjects and Titles of Docunents

Subjects or titles of classified docunments shall be marked with the appro-
priate synmbol, "(TS)," “(S),” “(Q,” or “(U” placed imediately follow ng and
to the right of the item \Wen applicable, other appropriate synbols, for
exanpl e, "(RD)" or "(FRD)," shall be added. (Subjects or titles of docunents
shoul d be unclassified, if possible.)

4- 205 File, Folder, or Goup of Documents

Wen a file, folder, or group of classified docunents is renmoved from
secure storage it shall be marked conspicuously with the highest classification
of any classified docunent included therein or shall have an appropriate
classified docunent cover sheet affixed.

4- 206 Transm ttal Documents

A transmttal docunment, including endorsements and comrents when such
endorsenents and comments are added to the basic communication, shall carry on
its face a promnent notation of the highest classification of the information
transmtted by it, and a |egend showing the classification, if any, of the
transmittal document, endorsenent, or comrent standing alone. For’exanple, an
uncl assified docunent that transmts as an attachment a classified docunent
shal|l bear a notation substantially as follows: “UNCLASSIFI ED WHEN SEPARATED
FROM CLASSI FI ED ENCLOSURE. "  (See al so paragraph 4-500 a.)

4-207 Electronically Transmtted Messages

a. The copy of a classified nessage (for exanple, DD Form 173, Joint
Messageform) approved for electronic transm ssion and maintained as the record
copy shall be marked as required by subsection 4-103 for other docunents.
Additionally, copies not electronically transmtted (such as, nail and courier
copies) shall be marked as required by subsection 4103.
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b. The first itemof information in the text of a classified electroni-
cally transmtted nessage shall be its overall classification. Paper copies
of classified electronically transmtted messages shall be marked at the top
and bottomw th the assigned classification. Portions shall be marked as
prescribed herein for paper copies of docunents. \Wen such messages are printed
by an automated system classification markings may be applied by that system
provi ded that page markings so applied are clearly distinguishable on the face
of the docunent fromthe printed text.

c. The originator of a classified electronically transmtted nessage
shal | be considered the accountable classifier under subsection 2-100. The
hi ghest level official identified on the message as the sender or, in the
absence of such identification, the head of the organization originating the
message, is deened to be the classifier of the nessage. Thus, a “Cassified
by” line is not required on such messages. The originator is responsible for
mai nt ai ni ng adequate records as required by paragraph 4-103 b. to show the
source of an assigned derivative classification.

d. ‘The last line-of text of a-classified electronically transmtted
message shall show the date or event for downgrading, if appropriate, and the
date or event for automatic declassification or “Oiginating Agency’s Determ na-
tion Required,” by abbreviated markings from subsection 4-402. The foregoing
is not required for nessages that contain infornmation identified as Restricted
Data or Fornerly Restricted Data.

e. Any docunent, the classification of which is based solely upon the
classification of the content of a classified electronically transmtted nessage,
shall cite the nessage on the “Classified by” line of the newy created docunent.

4-208 Transl ati ons

Transl ations of U S. classified information into a |anguage other than
English shall be marked to show the United States as the country of origin,
with the appropriate U S. classification markings and the foreign |anguage
equi val ent thereof (see Appendix A).

Section 3
MARKI NGS ON SPECI AL CATEGORI ES OF MATERI AL

4-300 General Provisions

Security classification and applicable associated markings (see subsections
4-103 and 4-310) assigned by the classifier shall be conspicuously stanped,
printed, witten, painted, or affixed by neans of a tag, sticker, decal, or
simlar device, on classified naterial other than paper copies of docunents,
and on containers of such material, if possible. If marking the material or
container is not practicable, witten notification of the security classifica-
tion and applicable associated markings shall be furnished to recipients. The
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foll ow ng procedures for marking various kinds of material containing classified
information are not all inclusive and may be varied to accommodate the physi cal
characteristics of the material containing the classified information and to
acconmodat e organi zati onal and operational requirenents.

4-301  Charts, Mps, and Draw ngs

Charts, maps, and draw ngs shall bear the appropriate classification
marking for the legend, title, or scale blocks in a nmanner that differ-
entiates between the overall classification of the document and the classifica-
tion of the legend or title itself. The higher of these markings shall be
inscribed at the top and bottom of each such document. \hen folding or rolling
charts, maps, or drawings would cover the classification markings, additional
mar ki ngs shall be applied that are clearly visible when the docunent is folded
or rolled. Applicable associated nmarkings shall be included in or near the
| egend, title, or scale blocks.

4- 302 Phot ographs, Filns, and Recordings

Phot ographs”, fil ns (incl;ding negativés}, recordings, and their con-
tainers shall be nmarked to assure that a recipient or viewer will know
that classified information of a specified |evel of classification is involved.

a. Photographs. Negatives and positives shall be marked, whenever
practicable, with the appropriate classification designation and applicable
associ ated markings. Roll negatives or positives may be so marked at the
beginning and end of each strip. Negatives and positives shall be kept in
contai ners bearing conspicuous classification markings. Al prints and
reproductions shall be conspicuously marked with the appropriate classifica-
tion designation and applicable associated nmarkings on the face side of the
print if possible. Wien such markings cannot be applied to the face side,
they may be stanped on the reverse side or affixed by pressure tape |abel,
stapled strip, or other conparable nmeans. (NOTE: \Wen self-processing film
or paper is used to photograph or reproduce classified information, all parts
of the last exposure shall be renoved from the canera and destroyed as cl assi-
fied waste, or the canera shall be protected as classified.)

b. Transparencies and Slides. Applicable classification markings shall
be shown clearly in the image area of each transparency or slide, if possible.
In the case of a 35mMmor a simlar size transparency or slide where the
classification markings are not conspicuous unless projected on a screen, for
exanpl e, the classification nmarkings also shall be marked on its border, holder,
or frame. Duplicate classification markings in image areas and on borders,
hol ders, or franes are required if there is any doubt that the inage area
mar ki ngs are not conspi cuous enough to be seen when the transparencies or
slides are not being projected. Oher applicable associated markings shall be
shown in the image area, or on the border, holder, or franme, or in acconpanying

docunentation. It is not necessary that each transparency or slide of a
set of transparencies or slides bear applicable associated markings when the
set is controlled as a single document. In such cases, the first transparency

or slide shall bear the applicable associated markings.
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c. Mtion Picture Filnms and Video Tapes. Classified nmotion picture filns
and vi deo tapes shall be nmarked at the beginning and end by titles bearing the
appropriate classification makings. Applicable associated markings shall be
i ncluded at the beginning of such films or tapes. Al such markings shall be
visible when projected. Reels and cassettes shall be marked with the appro-
priate classification and kept in containers bearing conspicuous classification
and applicabl e associ ated marki ngs.

d.  Recordings. Sound, nmgnetic, or electronic recordings shall contain
at the beginning and end a clear statement of the assigned classification that
wi || provide adequate assurance that any listener or viewer will know that
classified information of a specified level is involved. Recordings shall be
kept in containers or on reels that bear conspicuous classification and applic-
abl e associated markings.

e. Mcroforns. Mcroforns are images, usually produced photographically
on transparent or opaque materials, in sizes too small to be read by the unaided
eye. Accordingly, theassigned secarity classification and abbreviated applic-
abl e associ ated markings shall be conspicuously marked on the m croform nmedi um
or its container, so as to be readable by the unaided eye. These markings shall
al so be included on the image so that when the image is enlarged and displ ayed
orprinted, the markings will be conspicuous and readable. Such marking wll
be acconplished as appropriate for the particular mcroforminvolved. For
exanple, roll filmmcroforms (or roll mcrofilm enploying 16, 35, 70, or 105
mm films) may generally be marked as provided for roll notion picture filmin
paragraph 4-302 c. and decks of “aperture cards” may be marked as provided in
subsection 4-303 for decks of automatic data processing punched cards. \Wenever
possible, Licrofiche, nmicrofilmstrips, and mcroform chips shall be marked in
accordance with this paragraph.

4-303 Decks of ADP Punched Cards

When a deck of classified ADP punched cards is handled and controlled
as a single document, only the first and last card require classification
markings. An additional card shall be added (or the job control card nodified)
to identify the contents of the deck and the highest classification therein.
Such additional card shall include applicable associated markings. Cards
removed for separate processing or use and not inmmediately returned to the
deck shall be protected to prevent conpronise of any classified information
contained therein, and for this purpose shall be marked individually as
prescribed in subsection 4-200.

4- 304 Renovabl e ADP and Wrd Processing Storage Media

a. External. Renovable information storage nmedia and devices, used with
ADP systens and typewiters or word processing systems, shall bear external
markings clearly indicating the classification of the information and applicable
associ ated markings. Included are media and devices that store information
recorded in analog or digital formand that are generally munted or renoved
by the users or operators. Exanples include nmagnetic tape reels, cartridges,
and cassettes; renovable discs, disc cartridges, disc packs and diskettes;
paper tape reels; and magnetic cards.
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b. Internal. ADP systens and word processing systens enpl oying such
medi a shall provide for internal classification marking to assure that classi-
fied information contained therein that is reproduced or generated, will bear
appl i cabl e classification and associ ated markings. An exception nay be nade
by the DoD Conponent head, or designee, for the purpose of exenpting existing
word processing systens when the internal classification and applicable
associ ated marki ngs cannot be inplenented wthout extensive system nodification,
provi ded procedures are established to ensure that users and recipients of the
media, or the information therein, are clearly advised of the applicable
classification and associated markings. For ADP systens, exceptions may be
aut hori zed by the DoD Conponent Designated Approving Authority or Authorities,
desi gnated under DoD Directive 5200.28 (reference (m). For purposes of these
exenption provisions, “existing systems” neans word processing and ADP systens
al ready acquired, or, in the case of associated automated information systens,
those for which the life cycle nmanagenent process has already progressed beyond
the “definition/design” phase as set forth in DoD Directive 7920.1 (reference
(). Requirenents for the security of nonrenovable ADP storage media and
clearance or declassification procedures for various ADP. storage media are
contai ned in DoD 5200.28-M (reference (n)).

4- 305 Docunents Produced by ADP Equi pnent

The first page, and the front and back covers, if any, of documents
produced by ADP equi pnent shall be marked as prescribed in subsection 4-200.
Interior pages also shall be marked as prescribed in subsection 4-200 except
that the classification markings of interior pages of fan-folded printouts may
be applied by the ADP equiprment. \Wien the application of associated markings
prescri bed by subsection 4-103 by the ADP equi pnent is not consistent with
econom cal and efficient use of such equi pment, such markings may be applied
to a docunent produced by ADP equi pment by superinposing upon the first page
of such docunent a “Notice of Declassification Instructions and O her Associated
Mar ki ngs.” Such notice shall include the date or event for declassification
or the notation “Originating Agency’s Determ nation Required” or "OADR" and
all other such applicable markings. [If individual pages of a document pro-
duced by ADP equi pnent are renoved or reproduced for distribution to other
users, each such page or group of pages shall be marked as prescribed in
subsection 4-103 or by superinposing upon each such page or group of pages,

a copy of any “Notice of Declassification Instructions and O her Associ ated
Mar ki ngs” applicable to such page or group of pages.

4- 306 Material for Training Purposes

In using unclassified documents or material to sinmulate classified
documents or nmaterial for training purposes, such docunents or material shal
be marked clearly to indicate the actual unclassified status of the information,
for exanple, “(insert classification designation) for training, otherw se
uncl assified” or “UNCLASSIFIED SAMPLE.”

4- 307 M scel | aneous Materi al

Docunents and material such as rejected copy, typewiter ribbons, carbons,
and simlar itens devel oped in connection with the handling, processing,
production, and of use classified information shall be handled in a manner
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that assures adequate protection of the classified information involved and
destruction at the earliest practicable time (see section 2, Chapter V).

Unl ess a requirenent exists to retain this material or docunents for a
specific purpose, there is no need to mark, stanp, or otherw se indicate that
the information is classified.

4-308  Special Access Program Docunents and Materi al

Addi tional markings as prescribed in directives, regulations and °
instructions relating to an approved Special Access Program shall be applied
to docunents and material containing information subject to the special access
program  Such additional markings shall not serve as the sole basis for
continuing classification of the documents or nmaterial to which the markings
have been applied. \Wen appropriate, such markings shall be excised to ease
timely declassification, downgrading, or renoval of the information from
special control procedures.

4-309 Secure Tel ecommuni cations and Informati on Handl i ng Equi pnent

Applicable classification or Controlled Cryptographic Item (CCI) markings
shal|l be applied to secure telecommunications and information handling equi pnent
or associated cryptographic conponents. Safeguarding and control procedures
for classified and CC equipnent and for safeguarding COMSEC facilities are
constrained in references (aa), (bb), (cc), (iii), (kkk), (111), and (mmm).

4- 310 Associ ated Markings

Ot her applicable associated markings required for docunments by subsection
4-103 shall be acconplished as prescribed in this section or in any other
appropriate manner.

Section 4
CLASSI FI CATI ON AUTHORI TY, DURATION, AND CHANGE | N CLASSI FI CATI ON MARKI NGS

4-400 Declassification and Regradi ng Marking Procedures

VWhen classified information is downgraded or declassified in accordance
with the assigned downgradi ng or declassification markings, such markings
shal | be a sufficient notation of the authority for such action. Wenever
classified information is downgraded or declassified earlier than originally
schedul ed, orupgraded, the material shall be marked pronptly and conspi -
cuously to indicate the change, the authority for the action, the date of
the action and the identity of the person taking the action. [In addition,
except for upgrading (see subsection 4-403), prior classification markings
shal | be canceled, if practicable, but in any event those on the cover (if
any) and first page shall be canceled, and the new classification markings,

i f any, shall be substituted.

4-401  Applying Derivative Declassification Dates
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a. New material that derives its classification frominformation classi-
fied on or after August 1, 1982, shall be marked wth the declassification
date, event, or the notation “Originating Agency' s Determ nation Required”
or "OADR" assigned to the source information.

b. New material that derives its classification frominformation
classified prior to August 1, 1982, shall be treated as foll ows:

1. | f the source material bears a declassification date or
event, that date or event shall be carried forward to the new materi al ;

2. If the source material bears no declassification date or event, or
bears an indetermnate date or event such as “Upon Notification by Oiginator,”
"Cannot Be Determined,” or “Inpossible to Determne,” or is marked for
decl assification review, the new material shall be marked with the notation
“Originating Agency’'s Determ nation Required” or “OADR’; or

3. If the source material is foreign. government information bearing
no date or event “for declassification or is marked for declassification
review, the new nmaterial shall be marked with the notation “Oiginating
Agency’'s Determnation Required” or “QADR”

c. New Daterial that derives its classification froma classification
gui de issued prior to August 1, 1982, that has not been updated to conform
with this Regulation shall be treated as follows:

1. |If the guide specifies a declassification date or event, that date
or event shall be applied to the new material; or

2. |If the guide specifies a declassification review date, the
notation “Originating Agency's Determ nation Required” or "OADR" shall be
applied to the new materi al .

4-402 Commonly Used Marki ngs

Each classified docunment is narked on its face wwth one or nore of the
foll ow ng markings:

a. urigginal Cassification. The following Uarkings are used in original
classification (paragraph 4-103 a.):

Classified by (See Note 1)
Decl assify on (See Note 2)
Message Abbreviation:
DECL (See Note 3)
b. Derivative Classification. The follow ng nmarkings are used in
derivative classification (paragragh 4-103 b.):
Cl assified by (See Note 4)
Decl assify on (See Note 5)
Message Abbreviation:
DECL ‘ (See Note 3)
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c. Downgrading. The following marking is used to specify a down-
gradi ng (paragraphs 4-103 a. and 4-103 b.):

Downgr ade to on (See Note 6)
Message Abbreviation:
DNG / (See Note 7)
d. There is no requirenent for adding declassification instructions on

documents with Restricted Data or Formerly Restricted Data markings (see para-
graph 4-102 c., and subsections 4-501 and 4-502). Except for electronically
transmtted nessages, only a conpleted “Classified by” line is added to documents
so marked.

e. El ectronically transmtted nessage do not require a “classified by”
| ine (see paragraph 4-207 c.).

f. DoD 5200.1-PH (reference (ddd)) provides additional marking guidance.

-

Note 1. Insert identification (position title) of the original classi-
fication authority. This line may be omtted if the original classifi-
cation authority is also the signer or approver of the docunent.

Note 2: Insert the specific date, an event certain to occur, or the notation
“Originating Agency’'s Determnation Required” or “QADR”

Note 3: Insert day, Lonth, and year for declassification, for exanple,

“6 Jun 90,” an event certain to occur, or “OADR”

Note 4. Insert identity of the single security classification guide, source
docunent, or other authority for the classification. |f nore than one such

source is applicable, insert the phrase “Miltiple Sources.”

Note 5. Insert the specific date or event for declassification or the notation
“Originating Agency’'s Determ nation Required” or “OADR " \Wen nultiple sources
are used, either the nost renote date or event for declassification marked on
the sources or, if present on any source, the notation “Oiginating Agency’'s
Determ nation Required” or "OADR" is applied to the new docunent.

Note 6: Insert Secret or Confidential and specific date or event, for exanple,
“Downgrade to CONFI DENTIAL on 6 July 1988.”

Note 7. Insert “S" or “C to indicate the downgraded classification and
specific date or event, for exanple, "DNG/C/6 Jun 87.”

4-403  Upgradi ng

When material is upgraded it shall be pronptly and conspicuously marked
as prescribed in subsection 4-400 except that in all such cases the old
classification markings shall be canceled and new marki ngs substituted.
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4-404 Limted Use of Posted Notice for Large Quantities of Mterial

a. \Wien the volune of material is such that pronpt remarking of each
classified item cannot be acconplished w thout unduly interfering with
operations, the custodian nay attach downgradi ng and decl assification notices
to the storage unit instead of the remarking required by subsection 4-400.

Each notice shall specify the authority for the downgrading or declassification
action, the date of the action, and the storage unit to which it applies.

b.  When individual docunents or materials are permanently withdrawn
from storage units, they shall be remarked pronptly as prescribed by sub-
section 4-400. However, when docunents or materials subject to a down-
grading or declassification notice are withdraw from one storage unit
solely for transfer to another, or a storage unit containing such docu-
ments or materials is transferred fromone place to another, the transfer
may be made without remarking if the notice is attached to or remains wth
each shi pment.

Section 5--
ADDI TI ONAL WARNI NG NOTI CES

4-500 General Provisions

a. In addition to the marking requirenents prescribed in subsection
4-103, the warning notices prescribed in this section shall be displayed
prom nently on classified docunents or materials, when applicable. 1In the

case of documents, these warning notices shall be marked conspi cuously on the
outside of the front cover, or on the first page if there is no front cover.
Transmttal docunents, including those that are unclassified (subsection 4-206),
al so shal |l bear these additional warning notices, when applicable. In addition,
abbreviated forns of the notices set forth in subsections 4-501, 4-502, and
4-503 shall be included in portion markings, as applicable. Further, the
war ni ng notice in subsection 4-503, in its short form shall be included at

| east once on interior pages, as applicable.

b. When display of warning notices on other materials is not possible,
their applicability to the information shall be included in the witten
notification of the assigned classification.

4-501 Restricted Data

Cl assified documents or material containing Restricted Data as defined
in the Atomic Energy Act of 1954, as anended (reference (l)), shall be
marked as follows:

“RESTRI CTED DATA’
“This material contains Restricted Data as defined in the Atom c Energy

Act of 1954. Unauthorized disclosure subject to admnistrative and crim nal
sanctions .°“

| V-14



o~

4- 502 Formerly Restricted Data

Cl assified docunents or material containing Formerly Restricted Data, as
defined in Section 142.4, Atom c Energy Act of 1954, as anended (reference (1)),
but no Restricted Data, shall be marked as follows:

“FORMERLY RESTRI CTED DATA’
“Unaut hori zed disclosure subject to admnistrative and crim nal
sanctions . Handle as Restricted Data in foreign dissemnation. Section 1l44.b,
Atom c Energy Act, 1954.”

4-503 Intelligence Sources orMethods Information

a. Docunents that contain information relating to intelligence sources
or nethods shall include the follow ng marking unless otherw se proscribed by
DoD Instruction 5230.22 (reference (2)):

‘{JARNING NOTICE--Intelligence Sources
or Methods Invol ved”

b. Existing stanps or preprinted |abels containing the caveat “Wrning
Notice--Intelligence Sources and Methods Involved” may be used on docunents
created on or after the effective date of this Regulation until replacenent is
required. Any replacenent or additional stanps or |abels purchased after the
effective date of this Regulation shall conformto the wording of paragraph a. ,
above.

4-504 COMSEC Materi al

Before rel ease to contractors, COMSEC docunents will indicate on the
title page, or first page if no title page exists, the follow ng notation:

"COMSEC Material - Access by Contractor Personnel Restricted
to US. Gtizens Holding Final Governnment C earance.”

This notation shall be placed on COMSEC docunents or material when originated
and when release to contractors can be anticipated. O her COMSEC docunents or
Caterial shall be marked in accordance with National COMSEC | nstruction (NACSI)
4003 (reference (eee)). Foreign dissem nation of COMSEC information is
governed by NCSC Policy Directive 6 (reference (bb)).

4-505 Di ssem nation and Reproduction Notice

Classified information that the DoD originator has determned to be
subject to special dissemnation or reproduction limtations shall include,
as applicable, a statenent or statenents on its cover sheet, first page, or in
the text, substantially as follows:

“Reproduction requires approval of originator or higher DoD authority.”

“Further dissemination only as directed by (insert appropriate office
or official) or higher DoD authority.”
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4-506 Ot her Notations

QG her notations of restrictions on reproduction, dissemnation or extrac-
tion of classified information may be used as authorized by DoD Directive
C-5200.5, DoD Instruction 5230.22, DoD Directive 5210.2, DoD Directive 5100. 55,
DoD Directive 5200.30, Joint Arny-Navy-Air Force Publication 119, DoD Directive
5230. 24, and NACSI 4003 (references (cc), (z), (old), (ee), (v), (ff), (bbb),
and (jjj) respectively).

Section 6
REMARKI NG OLD MATERI AL
4- 600 Cener al

a. Docunents and material classified under E.0. 12065 (reference (hh))
and predecessor E.Os. that are marked for autonatic downgrading or autonatic
declassification on a specific date or event shall be downgraded and decl assi -
fied pursuant to such markings» Declassification instructions on such
docunments or material need not be restated to conformw th subsection 4-202.
(See al so subsection 4-400). Information extracted fromthese docunents or
Daterial for use in new docunents or material shall be marked for declassifi-
cation on the date specified in accordance w th paragraph 4-103 b.

b. Docunents and material classified under reference (hh) and predecessor
E.Os. that are not nmarked for automatic downgrading or automatic declassifica-
tion on a specific date or event shall not be downgraded or declassified
wi t hout authorization of the originator. Declassification instructions on
such docunents or material need not be restated to conformw th subsection

4-202. Information extracted from these docunents or material for use in new
docunments or naterial shall be marked for declassification upon the determ na-
tion of the originator, that is, the “Declassify on” line shall be conpleted

with the notation “Originating Agency’ s Determ nation Required” or "OADR" in
accordance with paragraph 4-103 b.

4-601 Earlier Declassification and Extension of Cassification

Nothing in this section shall be construed to preclude declassification
under Chapter 111 or subsequent extension of classification under subsection
2- 302.
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